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Male

United Kingdom
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KHOROSHEV

Dmitry

Yureyvich

Dmitry Yureyvich KHOROSHEV
Primary name

KHOROSHEV

Dmitriy

Yureyvich

Dmitriy Yureyvich KHOROSHEV
Primary name variation

OmnTpuin KOpbesny Xopolues
Non-Latin script
Language: Russian

LockBitSupp

LockBitSupp
AKA (also known as)

Russian Federation
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Addresses (1)

Country Russian Federation

Birth data (1)

Birthdate 1993-04-17

Notes (1)

Dmitry Yureyvich KHOROSHEYV is or has been involved in relevant cyber activity in that he has been
responsible for, engaged in, provided support for or promoted the commission, planning or
preparation of relevant cyber activity, or provided technical assistance that could contribute to
relevant cyber activity. In particular, KHOROSHEV has been the primary user of the online moniker
and public facing identity LockBitSupp. We assess that KHOROSHEYV is a senior leader of the LockBit
ransomware group and was centrally involved in the administration, its infrastructure and operations.
KHOROSHEYV, has been a significant direct financial beneficiary of LockBit ransomware activity.
LockBit are responsible for ransomware attacks against thousands of victims around the world,
including in the UK, which have been estimated to result in billions of dollars of losses globally,
impacting businesses and the livelihoods of ordinary citizens. LockBit has conducted or enabled
malicious ransomware campaigns against a range of targets, involving actual or attempted
unauthorised access to and interference with information systems and data, activities which
undermined or were intended to undermine the integrity, prosperity or security of the United
Kingdom or a country other than the United Kingdom, or directly or indirectly caused or were
intended to cause economic loss to or prejudice to the commercial interests of those affected by the
activity.
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The Sanction catalog includes Latvian, United Nations, European Union, United Kingdom and Office of
Foreign Assets Control and Canada subjects included in sanction list.



