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Chosun Expo (APT 38)

List
Type Entity
List name United Kingdom
Programs (1) Cyber
Listed (1) 31.07.2020

Names (3)
Last name/Name Chosun Expo (APT 38)
Full name/Name Chosun Expo (APT 38)
Type Primary name

Last name/Name Korean Export Joint Venture
Full name/Name Korean Export Joint Venture
Type AKA (also known as)

Last name/Name Chosen Expo
Full name/Name Chosen Expo
Type AKA (also known as)

Addresses (1)
Country Korea, Democratic People's Rep

Identification documents (2)
Type Entity Subsidaries: Reconnaissance General Bureau

Type Entity Type: Company

https://www.lursoft.lv/?l=en


Notes (2)
The Lazarus Group was responsible for relevant cyber activity that resulted in data interference which
directly or indirectly caused, or is intended to cause, economic loss to, or prejudice to the commercial
interests of, those affected by the activity through stealing money from Bangladesh Bank, attempting
to steal money from Vietnam Tien Phong Bank and targeting the Polish Financial Conduct Authority
information systems.Through the WannaCry attack they undermined the integrity of the United
Kingdom through interfering with an information system so that it prevented the provision of essential
healthcare services to the population.

The Lazarus Group was responsible for relevant cyber activity that resulted in data interference which
directly or indirectly caused, or is intended to cause, economic loss to, or prejudice to the commercial
interests of, those affected by the activity through stealing money from Bangladesh Bank, attempting
to steal money from Vietnam Tien Phong Bank and targeting the Polish Financial Conduct Authority
information systems. Through the WannaCry attack they undermined the integrity of the United
Kingdom through interfering with an information system so that it prevented the provision of essential
healthcare services to the population.

Historical data

Names (3)
Status Historical (last time active at 28.02.2022 05:16)
Last name/Name Chosun Expo (APT 38)
Full name/Name Chosun Expo (APT 38)
Type Prime alias

Status Historical (last time active at 28.02.2022 05:16)
Last name/Name Korean Export Joint Venture
Full name/Name Korean Export Joint Venture
Type AKA (also known as)

Status Historical (last time active at 28.02.2022 05:16)
Last name/Name Chosen Expo
Full name/Name Chosen Expo
Type AKA (also known as)

Addresses (1)
Status Historical (last time active at 28.02.2022 05:16)
Country Korea, Democratic People's Rep
Full address DPRK



Identification documents (2)
Status Historical (last time active at 28.02.2022 05:16)
Type Org Type: Company

Status Historical (last time active at 28.02.2022 05:16)
Type Subsidaries: Reconnaissance General Bureau
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The Sanction catalog includes Latvian, United Nations, European Union, United Kingdom and Office of
Foreign Assets Control and Canada subjects included in sanction list.


