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Aleksey Sergeyevich Morenets

List
Type Individual
Gender Male
List name United Kingdom
Programs (1) Cyber
Listed (1) 31.07.2020

Names (2)
Last name/Name Morenets
First name/Name Aleksey
Second name/Name Sergeyevich
Full name/Name Aleksey Sergeyevich Morenets
Type Primary name

Last name/Name Morenets
First name/Name Aleksei
Full name/Name Aleksei Morenets
Type Primary name variation

Citizenships (1)
Country Russian Federation

Notes (3)
Aleksei Sergeyvich Morenets was part of a team of intelligence officers of the Russian General Staff Main Intelligence Directorate (GRU) unit
known as field post number 26165 that attempted to gain unauthorised access to the information systems of the Organisation for the
Prohibition of Chemical Weapons (OPCW) in April 2018. The Netherlands authorities disrupted the cyber attack before it was successful. This
attempted relevant cyber activity was intended to undermine the independence or effective functioning of an international organisation.

https://www.lursoft.lv/?l=en


As a member of GRU Unit 26165, Aleksey Sergeyevich MORENETS has been involved in relevant
cyber activity in that he was responsible for, engaging in, providing support for, or promoting the
commissioning, planning or preparation of relevant cyber activity. Such activity that Aleksey
Sergeyevich MORENETS has been involved in, or is intended to undermine, the integrity, prosperity or
security of the United Kingdom or a country other than the United Kingdom.

Aleksei Sergeyvich Morenets was part of a team of intelligence officers of the Russian General Staff
Main Intelligence Directorate (GRU) unit known as field post number 26165 that attempted to gain
unauthorised access to the information systems of the Organisation for the Prohibition of Chemical
Weapons (OPCW) in April 2018.The Netherlands authorities disrupted the cyber attack before it was
successful.This attempted relevant cyber activity was intended to undermine the independence or
effective functioning of an international organisation.

Historical data

Names (2)
Status Historical (last time active at 28.02.2022 05:16)
Last name/Name Morenents
First name/Name Aleksei
Second name/Name Sergeyvich
Full name/Name Morenents Aleksei Sergeyvich
Type Prime alias

Status Historical (last time active at 12.08.2025 13:16)
Last name/Name MORENENTS
First name/Name Aleksei
Second name/Name Sergeyvich
Full name/Name Aleksei Sergeyvich MORENENTS
Type Primary name
Description Cyber Operator (GRU)

Citizenships (1)
Status Historical (last time active at 28.02.2022 05:16)
Country Russian Federation

Addresses (2)
Status Historical (last time active at 12.08.2025 13:16)
Country Russian Federation

Status Historical (last time active at 28.02.2022 05:16)



Country Russian Federation
Full address Moscow Russia

Birth data (2)
Status Historical (last time active at 12.08.2025 13:16)
Birthdate 1977-07-31
Place Moermanskaya Oblast
Country Russian Federation

Status Historical (last time active at 28.02.2022 05:16)
Birthdate 1977-07-31
Place Moermanskaya Oblast
Country Russian Federation

Identification documents (2)
Status Historical (last time active at 12.08.2025 13:16)
Type Individual Passport Number: 100135556

Status Historical (last time active at 28.02.2022 05:16)
Type Passport Details: *****

Updated: 25.08.2025. 11:16

The Sanction catalog includes Latvian, United Nations, European Union, United Kingdom and Office of
Foreign Assets Control and Canada subjects included in sanction list.

https://sanctions.lursoft.lv/auth/login?1=%2Fperson%2Faleksei-sergeyvich-morenents%2FUK-13906%3Fpdf%3D1

